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Digital Citizenship (DigCit) Goals

 To prepare students for the global technology demands of the 
future.

 To give our students the proper foundation to utilize technology as a 
tool.

 To give our students safety guidelines for traversing the World Wide 
Web as it relates to matters of integrity and ethical behavior.

 To ensuring that all stakeholders are on board and understand the 
importance of teaching Digital Citizenship.

 To ensure that all stakeholders i.e. Parents, School Administrators, & 
all Educators understand the ADLA DigCit requirements.



DigCit Definition & Overview

 Definition: the ability to engage with the internet or technology in a safe 
and meaningful manner.

 Overview: This requires parents and educators to teach and model the 
following DigCit protocols and behaviors.

 To Understand:

 the tech terms and how technology works

 how to conduct proper internet research and use information found ethically in a 
moral manner.

 how to identify dangers found on social media and other platforms.

 the importance of logging out of all online accounts and devices when not in use.

 the principles of creating a website/blog or vlog and the safety requirements 
when posting online.

 how to protect your online identify and who to talk to when being bullied online.

 what it means to be a digital citizen in all its forms.

https://techterms.com/


PILLAR 1 - BEHAVIOR



DigCit Ethical 
Behavior Policies

 ADLA enforces an Acceptable Use Policy (AUP) as it relates 
to the use of technology in every Archdiocesan school.

 To access this online please copy the following URL:

 https://handbook.la-archdiocese.org/chapter-
10/section-10-3

 In addition, Saint Joseph High School (SJHS) adheres to the 
following DigCit - AUP for Digital Dev ices found within 
the Shield under section 10-1, pgs. 50-51.

 To access this online please copy the following URL:

 https://sjhsknights.com/current-knights/parents-
students/

https://handbook.la-archdiocese.org/chapter-10/section-10-3
https://sjhsknights.com/current-knights/parents-students/


DigCit ADLA POLICIES

 Important Policies to Become Familiar With:

 AUP – Acceptable Use Policy

 CIPA - Compliance with the Children's Internet Protection Act / also 

called the Internet Safety Policy

 Prohibited Practices – Covering the Acceptable Use and Responsibility Policy 

for Electronic Communications (Archdiocesan AUP)

 Consequences of Violations

 General Security and Email Policies

 Bring Your Own Device Policy



DigCit AUP

 What does this policy cover:

 The ADLA Acceptable Use Policy ensures compliance as follows:

 Electronic Communications applies to all Archdiocesan users of 

technology, whether adults, children, or youth, and whether they are 

students, parents, paid staff or volunteers, clergy, or members of religious 
orders in the Archdiocese or at any Location.

 All users are expected to adhere to the morals and values of the Catholic 

Church, to respect others, to consider the potential audience and their 
expectations, and to follow all other policies, standards, and procedures of 

the Archdiocese.



DigCit 10.1.1
ADLA - AUP

Electronic Communications – Defined:

 Electronic communication systems include but are not limited to email, 
telecommunications systems (including telephone, voicemail, v ideo 
conferencing, v irtual messaging and meetings, social media and 
v ideo), stand-alone or networked computers, intranets, the Internet, 
and any other communication or data storage or transmission systems 
(including "the cloud" or cloud-based serv ices) that may be created in 
the future.

 Therefore, electronic information and communications require safeguards to 
protect our children. Here are the ADLA - Electronic Communications Policy:

 Using devices appropriately from a social and moral perspective

 Maintaining data confidentiality

 Protecting proprietary, confidential, and privileged data, and personally 
identifiable information

 Maintaining the integrity of security controls and passwords

 Immediately report ing any suspicious conduct or actual violat ions

 Other activities implicated in the use of electronic devices



DigCit CIPA

What does CIPA cover:

 Internet Safety Policy (Compliance with the Children's Internet Protection Act)

 The Children's Internet Protection Act of 2000 applies to the use of any device accessed or used by minors at a 
school or library that receives E-rate funding.

 The Archdiocesan AUP requires all schools and libraries, even those without E-rate funding, to use functioning and 
properly configured content filters to preclude access to prohibited content, including obscene, sexually explicit 
materials; adult or child pornography; and materials including applications that are otherwise harmful to minors or in 
v iolation of the Acceptable Use and Responsibility Policy for Electronic Communications (Archdiocesan AUP)

 Content filters for minors may NOT be disabled or turned off without obtaining prior permission from the person in 
charge at the school or library.

 No unauthorized personal identifying information regarding minors may be disclosed, used, or disseminated without 
proper authorization by the person in charge at the school or library.

 Minors' use of email, chat rooms, social networks, applications, and other forms of direct electronic communication 
on electronic dev ices at the school or library must be monitored.

 No person may engage in unlawful activ ities online, including hacking any system while using Archdiocese or 
Location dev ices or while at any school or library.



DigCit 
CIPA/E-Rate

What is E-Rate?

 CIPA imposes certain requirements on schools or libraries that receive 
discounts for Internet access or internal connections through the E-rate 
program – a program that makes certain communications serv ices and 
products more affordable for eligible schools and libraries. In early 2001, the 
FCC issued rules implementing CIPA and prov ided updates to those rules in 
2011.

 Schools and libraries subject to CIPA are required to adopt and 
implement an Internet safety policy addressing:

 Access by minors to inappropriate matter on the Internet;

 The safety and security of minors when using electronic mail, chat rooms and 
other forms of direct electronic communications;

 Unauthorized access, including so-called “hacking,” and other unlawful 
activities by minors online;

 Unauthorized disclosure, use, and dissemination of personal information 
regarding minors; and

 Measures restrict ing minors' access to materials harmful to them.

For more information: https://www.fcc.gov/consumers/guides/childrens-internet-
protection-act

https://www.fcc.gov/consumers/guides/childrens-internet-protection-act


PILLAR 2 - AWARNESS



Parents & Teachers Awareness

 Identity Theft defined:

 Identity theft and identity fraud are terms used to refer to all types of crime in which 
someone wrongfully obtains and uses another person's personal data in some way 
that involves fraud or deception, typically for economic gain. - US Department of 
Justice

 Dark Web Defined:

 A set of web pages on the World Wide Web that cannot be indexed by search 
engines, are not v iewable in a standard Web browser, require specific means (such as 
specialized software or network configuration) in order to access, and 
use encryption to provide anonymity and privacy for users.

 The dark web is only accessible by means of special software, allowing users and 
website operators to remain anonymous. Once used by political dissidents, 
the dark web has become the Internet's black market, where v isitors can buy 
anything from guns to drugs and fake IDs or trade child pornography. - Online 
Merriam Webster Dictionary

 Catfishing Defined:

 a person who sets up a false personal profile on a social networking site for fraudulent 
or deceptive purposes. - Online Merriam Webster Dictionary

 Chat Rooms Defined:

 a real-time online interactive discussion group. - Online Merriam Webster Dictionary

 Dangers: Remember the story of Little Red Riding Hood? Remember who she thought to 
be her grandma, turned out to be the Big Bad Wolf? Chat rooms are no less different 
from this story. In chat rooms, there is a wall between the people who are chatting and 
getting acquainted with each other. And this is where the danger lurks. - Found Online 
at CHAT ROOM DANGERS THAT KIDS AND TEENS ARE EXPOSED TO, written by Rajiv Singha

https://www.justice.gov/criminal-fraud/identity-theft/identity-theft-and-identity-fraud
https://www.merriam-webster.com/dictionary/dark%20web
https://www.merriam-webster.com/dictionary/catfish
https://www.merriam-webster.com/dictionary/catfish
https://blogs.quickheal.com/chat-room-dangers-that-kids-and-teens-are-exposed-to/
https://blogs.quickheal.com/author/rajib/


Parents & Teachers Awareness

 Digital Footprint defined:

 A digital footprint is a trail of data you create while using the Internet. It includes 
the websites you visit, emails you send, and information you submit 
to online services. - Tech Terms

 Basically, we are talking about the personal information that a person leaves behind 
while they are using the internet whether intentional or not intentional.

 Emails – this form of communication often-times are saved and can be recovered and 
used against the author.

 Social Media Profiles - this form of communication if good practices are not used 
can identify a person, where they live, work, what they are interested in, their likes and 
dislikes, and generally speaking are a wonderful tool for criminals to gain access into 
other private areas of your offline life.

 Students and adults alike have been fired or denied a job or declined to a college based upon 
Facebook, YouTube, Tweeter, Blogs, or other social media profiles for inappropriate comments or 
a picture, or v ideo.

 Copyright defined:

 Copyright is a legal means of protecting an author's work. It is a type of intellectual 
property that provides exclusive publication, distribution, and usage rights for the 
author. This means whatever content the author created cannot be used or published 
by anyone else without the consent of the author. The length of copyright protection 
may vary from country to country, but it usually lasts for the life of the author plus 50 to 
100 years. - Tech Terms

 Fair Use: In its most general sense, a fair use is any copying of copyrighted material 
done for a limited and “transformative” purpose, such as to comment upon, criticize, 
or parody a copyrighted work. Such uses can be done without permission from the 
copyright owner. In other words, fair use is a defense against a claim of copyright 
infringement. I f your use qualifies as a fair use, then it would not be considered an 
infringement. - Stanford Library

https://techterms.com/definition/digital_footprint
https://techterms.com/definition/copyright
https://fairuse.stanford.edu/


Parents & Teachers Awareness

 Password defined:

 A password is a string of characters used to verify the identity of a user during 
the authentication process. Passwords are typically used in tandem with a username; 
they are designed to be known only to the user and allow that user to gain access to 
a device, application or website. Passwords can vary in length and can contain 
letters, numbers and special characters. - Tech Target

 This is an important step towards safeguarding your private information!

 Children should be reminded to never share their passwords with a 'so-
called' friend. This includes girlfriends, boyfriends, and/or workmates! 
Instead, all parents should know their child's passwords to all online profiles 
and computer devices.

 Strong Passwords include anything that follow this guideline:

 A minimum length of eight characters and a maximum between 16 to 64 characters. 
While there is no limit to the length of a password, it does reach a point of diminishing 
returns.

 Include both uppercase and lowercase letters with case sensitivity. This increases the 
number of variables at play and, therefore, its difficulty.

 Use at least one number.

 Use at least one special character.

 Avoid using easily guessed elements such as names of children, pet names and 
birthdays.

 Consider using a password management tool.

 For each profile you should create a different password.

https://www.techtarget.com/searchsecurity/definition/password


Parents & Teachers Awareness
 Digital Literacy defined:

 Digital literacy means having the skills you need to live, learn, and work in a society where 
communication and access to information is increasingly through digital technologies like internet 

platforms, social media, and mobile devices.

 Developing your critical thinking skills is essential when you're confronted with so much 

information in different formats – searching, sifting, evaluating, applying and producing 
information all require you to think critically. - Western Sydney University

 This is skill set requires students to properly utilize specific technologies:

 Identifying specific needs of the different types of technologies

 Using the right digital tools for the right applications

 Knowing how to properly search the internet to get specific results

 Keeping up on new technologies as they come to the marketplace

 Suggested tools needed to teach digital literacy:

 Common Sense Media – Free Digital Citizenship Material for parents & teachers

 Visual Thesarus - Requires a yearly subscription (English Literacy)

 Hemingway Editor – Free online platform (English Literacy)

 ISTE – Applying the DigCit Standards (Technology Standards)

https://www.westernsydney.edu.au/studysmart/home/study_skills_guides/digital_literacy/what_is_digital_literacy
https://www.commonsensemedia.org/articles
https://www.visualthesaurus.com/
https://hemingwayapp.com/
https://www.iste.org/areas-of-focus/digital-citizenship


Parents & Teachers Awareness
 Digital Communications defined:

 Digital Communications is any text or image-based messaging that occurs through 
a website, st reaming video, audio, graphic design, digital photography, text, or web 
code. Digital communication encompasses a huge range of media, including 
websites, web ads, online streaming video and radio, email, and more. - Rainstorm 
Media Group

 I t  is the ability to use different online tools to communicate such as:

 Apps

 Cell Phones

 Computers

 IPads

 Tablets

 Apple Watches

 Access Monitoring:

 How does your child access the internet?

 What safeguards do you have in place? Examples include:

 XFINITY PARENT CONTROLS - Xfinity offers multiple methods when it comes to setting up 
parental controls, including the Xfinity app. The Xfinity app allows parents to control 
everything from what websites their child visits to what content they consume while 
streaming.

 BARK Premium – Fee based App that monitors and reports your child's activities.

Bark TESTIMONIAL

https://rainstormmediagroup.com/digital-communication/
https://www.xfinity.com/hub/parental-controls
https://www.bark.us/
https://youtu.be/z5r_dk0L-XQ


Parents & Teachers Awareness
 Digital Etiquette defined:

 Digital Etiquette is a basic set of rules you should follow to make the Internet a better place 
for yourself and for others. Just as there are rules of etiquette in real life, face-to-face 
encounters, there are also rules you should follow while online. - Miller Digital Citizenship -
WEEBLY

 Students need to be shown; parents, teachers, admin need to model how to conduct 
oneself online with proper digital etiquette.

 Students need a community to enforce these rules and policies so they can exhibit the 
appropriate behavior for each digital device (tool) they are using both at school and at 
home.

 Definitions of Common Social Media Terms

 Facebook & Twitter work with the authorities; FBI, DHS, State Department. If you are under 
investigation, they have the power to take content from any one of your profiles straight 
off the servers.

 The three agencies that use social media the most for monitoring, targeting, and inform-

ation collection are the Department of Homeland Security, the Federal Bureau of Investig-

ation, and the State Department. However, many other federal agencies monitor social 

media, including the Drug Enforcement Administration, the U.S. Postal Service, the Internal 

Revenue Service, the Social Security Administration, the U.S. Marshals Service, and the 
Bureau of Alcohol, Tobacco, Firearms and Explosives. - Brennan Center for Justice at NYU 

Law

 You may be shocked to learn once you post on these sites, although you still “own” the 
photograph you grant the social media sites a license to use your photograph anyway 
they see fit for free AND you grant them the right to let others use you picture as well! This 
means that not only can Twitter, Twitpic and Facebook make money from the photograph 
or video (otherwise, a copyright violation), but these sites are making commercial gain by 
licensing these images, which contains the likeness of the person in the photo or video 
(otherwise, a violation of their “rights of publicity”). - Law Offices of Craig Delsack, LLC

 PLEASE TALK WITH YOUR CHILDREN ABOUT HOW TO PROPERLY BEHAVE ONLINE.

http://millerdigitalcitizenship.weebly.com/digital-etiquette.html
http://millerdigitalcitizenship.weebly.com/digital-etiquette.html
http://millerdigitalcitizenship.weebly.com/digital-etiquette.html
https://knowledgebase.constantcontact.com/articles/KnowledgeBase/6260-definition-of-common-social-media-terms?lang=en_US
https://www.brennancenter.org/our-work/research-reports/federal-government-social-media-surveillance-explained
https://nyccounsel.com/2012/12/19/who-owns-photos-and-videos-posted-on-facebook-or-twitter/


Survey & Signature Sheet

Parent ACTION!

After watching do the 
following.

Parent Survey

Please take a moment and 
complete the Parent Survey. 
The last question I humbly ask 
that you tell me how you felt 
about this presentation and 
list any suggestions to help this 
program grow.

• CLICK HERE

Parent Signature Sheet

Please download the 
document and save it to your 

desktop. Then download 
Adobe Acrobat Pro. Finally, 

using your mouse right 
click 'open with' choosing 

Adobe Acrobat Reader Pro 
and sign the document. SAVE 
the signed version and email 

it back to SJHS.DigCit@sjhsknights.com

Free Acrobe Reader Pro Link

DOCUMENT TO SIGN LINK

https://forms.office.com/r/RMLdvE59f8
https://get.adobe.com/reader/?promoid=TTGWL47M
https://stjosephhighschool094-my.sharepoint.com/:b:/g/personal/bstark_sjhsknights_com/EbV9HwGCsMlDoVj3PvQSH3gBd0udK65mmlXca-cTRwQHUw?e=WGk1iK

